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MSKBC Wire Services

EVault Introduces Email and Instant Message
Monitoring and Archiving Solution

EVault ProMail({SM) Enables Financial Service Organizations to Meet
Rigid Regulatory Requirements

market WIRE

Updated: 2:00 a.m. ET May 11, 2004

05/11/04 - EVault, Inc., the leading provider of online data
protection and recovery solutions, today announced the introduction
of Evault ProMail{SM), an outsourced email and instant message
{IMY monitoring and archiving service., EVault ProMail enables
customers, such as broker-dealers, to ensure that their email
communications are maintained in an easily accessible archive
compliant with regulatory requirements without having to internally
manage a complex and costly infrastructure,
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Why Electronic Documents
Are So Important

e Ease of review
* File genealogy
* File duplication
o Earlier Drafts
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The Electronic Discovery Process

Pre- or Early Litigation Discovery TriaI/Resqution>

.|
: : A :

Identify  Acquire Restore Search Produce Verify

Text Searching
Capability
Available
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Interesting Data Locations
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EVID
Network
Backups '

e Created In case of a

network “catastrophe”

e Large depository of
corporate information

e You will not find
“deleted” files on

backup tapes (Very
Important)
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What Happens
to Deleted
Files?

e Operating system just marks
space as available

e True text of file still viewable
with forensic software

e Text may stay on computer’s
hard drive for years

©2003 Computer Forensics Inc. All rights reserved
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“Slack” Space

M e Much like the remainder of

a videotape that has been
U T AR e AR taped over

e “Old” data

OO

 May hold fragments of
deleted documents

11111

* Very small amounts of data
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1520 [writirg d drawing instruments, low £ chesse, oral care produacts]\ This market
16322 |x] at [wholesale or retail] last [period available], according to [siye resource]
1734 |grow to [fx] by the vear [x], according to [site resource]. TTho are ur custonm
1836 | and how do you reach them? Are they buying your product [ serwvice from' someone &
1338 |cate customers to buy from ywou? Ty will they care? Competition We compets dire
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Timeline Examples

2001 s 2003
1 2 3 4 5 6 7 & 9 1011 12 2 B ¥ & 9 1011

wJENEDIZL

©2003 Computer Forensics Inc. All rights reserved



Ng
o
-

w=t: COMPUTER FORENSICS INC*

W Cregted M Written [ Accessed [ Modified [T Deleted

11)2003
1 2 3 456 78 91011 12131415'II161?1EI19202122232425262?28293031 1 2 3 456 7 8 9101

e s e s s S s S s e

Thanksgiving Break 2003
No Activity

14|
w48 20
3 1] \ | (1
10 ] 28|
T 11 == 55
5 qz i
13
14 ﬂ:-:" o
15 12| 76|
16 BOJ6S| .|
17 o0 R, i w11
18 o - | ol
19 ol 12| 2|56 14|
21 .
22 ol 18 .
&3
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W Created W Written [ Accessed [T Modified [T Deleted
12mT1ma

M T 3 3 il T

L Y N o O s ) e e

HENE
173 | 48 | S

174 |

Lin)

10
11
12
13
14
15
16 50 | 65 |
17

Can Zero In On
Specific Date/Time

AUy
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Web-Based Emall

e Hotmalil and Yahoo are
widely used

* Mostly used for personal
mail

 Messages are read while
on the internet

 Pages are in “HTML”
format
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Instant Messaging

L.:"_"?E"' MSN Messenger oz 11:07 9
-

e Widely used in corporate
environments

 May or may not record
conversations on hard
drive of computer

Tap here to signin

msn*’
Messenger Service
Tools [1:ts B
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Voice Mall

« May be stored on
hard drives

s | ext searchable

= T he next frontier In
discoverable data
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Removable Storage Media
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Controlling Costs & E-Risk
Management

Collect

Today Resource

©2003 Computer Forensics Inc. All rights reserved



.I......
Ngw

COMPUTER FORENSICS INC™

Controlling Costs & E-Risk
Management

Data Collect Filter Review  Produce [=—

H_l
Tomorrow . u s Exceeding Resources
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Controlling Costs & E-Risk
Management

|

E-Risk Management Technology,
Policies & Practices Sampling Techniques
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Save Me
Some Money

= Electronic risk
management plans

offset discovery costs

= Average annual
savings $25,000-
$100,000
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Elementary My Dear...

= Surveys

" |[nterviews

= Reports

* |[mplementation
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Surveys and Interviews

T TR W =
i

» Managers and staff
= |Information Services
= \What to ask

= Casting a wide net
via surveys

Collating responses

©2003 Computer Forensics Inc. All rights reserved



© COMPUTER FORENSICS INC™

The Risk Control Report

= Present initial draft

* |ncorporate review
team’s comments
= Qutline

recommendations
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Implementation - Best
Practices

_n—'—'_'_—

. Retention and \IW
destruction schedules | \

= Organization |

\

I\

= |dentification
= Audits
« Compliance t
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Content Control

* Policies of use
= Monitoring use
= Sampling data
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Retention and Destruction
Schedules

= Backup tape rotation
cycles

= Assign retention
periods to file types

= Periodic wiping of
drives
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Data Custodians

* Defining role
 ldentifying

e Training

e Supporting
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Compliance

||||||||||||||||||||||||||||||||||||

= Policy

e « Education
_  Audits

sSanctions
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Who Can Help

= Consultants

= Attorney
“Specialists”
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Preservation/Spoliation

 Respond quickly to
identify and
preserve electronic
data

e Large amounts of
data can disappear
quickly
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Gates Rubber Co. V.
Bando Chemical Indus., Ltd.,

e Court defined a mandatory legal duty on the part
of litigants to perform proper computer forensic
Investigations

* One expert made a “file-by-file” copy instead of
evidentiary image resulting in lost information

e Court criticized errant examiner for failing to make
an image copy as imaging software was available
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The Future of
Electronic Discovery

7] e+ Increased attorney
| understanding

* Wider use of
expert/consultants/
attorney “specialists”

 Advanced technology In
litigation support

.. Y - Educated judiciary
Faster response time
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Contact Information

David P. Stenhouse, Vice President
Computer Forensics Inc™
1749 Dexter Ave. N.
Seattle, WA 98109
Phone: 206-324-6232
Fax: 206-322-7318
dstenhouse@forensics.com
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